Amazon S3 Guide for eOSCE

Last update May 2023

Welcome to the user guide for creating and configuring Amazon S3 buckets for the eOSCE
applications. This guide will give you step-by-step instructions on how to create and
configure an S3 bucket specifically for eOSCE.



Table of Content

LI Lo 1[0 T 000141 =T | R 2
1. Create/Login into your Amazon Web Services ACCOUNL.........cccevvrreeeeeereieerisssnnneeeeereesssssssnseeesesesesses 3
2. Create @ NEW S3 DUCKET .....uuuuuueummuumeemmeenmmnnmeeimsmmssmmssmsssssssmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsss 3
D R - 1V ol (=Tl @ Y1) [ [V e L [ ¢ RSP UST 4
3. Open Identity and Access Management (IAM) ......cee.ecciiiiiiieeeeccieeniiireennneeseeereeeernnnsssssesseeeesnnnssssssnns 5
4. Create A NEW POlICY ......ccoiiiieeeeccceiitrtrccecceeerr e s crennnesee s s s e e e s ennsssseeseesesnnssssssssseeeesnnnsssssssseneennnnnnnsnnnns 6
B B oo ol e T o TV [ 4 Lo BRSPS 7
.2, POHICY REVIEW ...ttt e ettt e e ettt e e e et e e s et e e e s atteaesaasteaaeasteaesasssaessssnsassssseeanans 8
5. Create @ NEW USEI .....ccceuuiiiieeiiiieiiinieeinieeer e r e e reeae e s e e s e s e s e st e s es e s e ssessssesnsssssennssssnennsnes 9
I B U LTl D =1 o | PRSPPI UPPPPP 9
5.2, POITNUSSIONS ..ottt ettt ettt e e e ettt e e e e ettt e e e e e e e ettt ra e e e e e e anbttaaaaeens 10
5.3, REVIEW GNA CrALE.......oveeveeee ettt ettt e et e e ettt e e ettt e e s sttt e e st e e s s asstaassasstaassasssesesanssees 11
6. Create UsSer ACCESS KOY ..iuiiiiiiiiiiiieiiiiiiiieiiiieiiiieiiisaiteeeireiisasiinasssrsessraessrssssrssssrsessrssssssnssssnssssnes 12
6.1.  ACCESS KeY CONFIGUITLION ....veeeeeeiiieeeeee ettt e ettt e ettt e e et e e st e e e st e e e saateaeesasteaesssnseaeennses 13
7. L Lo o= 15
8. 2T o = Vot o 15
9. (0o T4 1 Tot A=Y T BTUT T s Yo L PP 16



1. Create/Login into your Amazon Web Services Account

1) If you don’t already have an Amazon Web Services (AWS) account, you need to create
one on https://aws.amazon.com/
2) Signininto your AWS account

2. Create a new S3 bucket

1) Inthe top search bar, type “S3” and click on the “S3” service appearing in the results.
Tip: Click on the little star to pin the S3 service page
2) Once the Amazon S3 panel has loaded, click on “Create Bucket”

aws 3% Services  Q s3

& s3 1AM
Search results for 's3'

Other helpful queries: Pe

Services
Features (19)

Resources ' New

B S3

Blogs (1,182) Scalable Storage in the Cloud

Documentation (108,050)

Knowledge Articles (30) X4 S3 Glacier Y¢

Tutorials (11) Archive Storage in the Cloud

Events (25)
AWS Snc amily v¢

Marketplace (967)
Large Scale Data Transport

B AWS Transfer Family v

Fully managed support for SFTP, FTPS and FTP

Figure 1 — Search for the S3 Service

52 Services | Q Option+S] ® V2N ® Global ¥
& s3 1AM
Amazon S3 X Amazon S3 > Buckets
Buckets » Account snapshot View Storage Lens dashboard l
Access Points Storage lens provides visibility into storage usage and activity trends. Learn more [

Object Lambda Access Points

Multi-Region Access Points

Batch Operations Buckets (44) nfo Create bucket

Buckets are containers for data stored in S3. Learn more [

Figure 2 — Amazon S3 Buckets Page


https://aws.amazon.com/

2.1.Bucket Configuration

1) Choose a bucket name to your liking. However, you might have to be creative, as the
bucket name needs to be unique worldwide.

2) Choose the nearest AWS region from your exam location.

3) Make sure to tick “Block all public access” to secure your bucket.

4) Enable “Bucket Versioning”. (Optional, but strongly recommended)

Hint: Copy the bucket name to a text editor on your computer, as you will need it for the
next steps.

AmazonS3 > Buckets ) Create bucket

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
Create bucket .. every version of every object stored In your Amazon 3 bucket. With versioning, you can easlly recover from both unintended user actions

and application failures. Learn more [
Buckets are containers for data stored in S3. Learn more [

Bucket Versioning

General configuration o Disable
O Enable
Bucket name
osce-pharmacy-2024
Bucket name must be globally unique and must not contain SPaces or Uppercase ltters See rules for bucket naming (2 Tags (0) - optional
You can use bucket tags to track storage costs and organize buckets. Learn more [
AWS Region
EU (Ireland) eu-west-1 v No tags associated with this bucket
Copy settings from existing bucket - optional Add tag ‘

Only the bucket settings in the following configuration are copied

Choose bucket

Default encryption info
Server-side encryption is automatically applied to new objects stored in this bucket
Object Ownership 1o

Control wnership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLS). Object ownership
determines who can specify access to objects. Encryption key type Info

© Amazon S3-managed keys (SSE-S3)
AWS Key Management Service key (SSE-KMS)

© ACLs disabled (recommended) ACLs enabled
Al objects in this bucket are owne Objects in be owned by other A
A thi acco its objec Bucket Key
licies specified using A When KMS encryption is used to encrypt new objects in this bucket, the bucket key reduces encryption costs by lowering calls to AWS KMS.
only polic . sing Leam more [4
Disable
Object Ownership O Enable
Bucket owner enforced
Upcoming permission changes to disable ACLs v Advanced settings

Starting in April 2023, to disable ACLs when creating buckets by using the S3 console, you will no longer

need the s3: PutBucketOnnershipControls permission. Learn more [4
Object Lock
Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed
amount of time or indefinitely. Learn more (3

O Disable
Block Public Access settings for this bucket Enable

Permanently allows ol

in this bucket to be locked. Additional Object Lock configuration is
fter bucket creation to protect objects in this bucket from being deleted

Public access is granted to buckets and objects through access control lists (ACLs), bucket
ensure that public access to this bucket and its objects is blocked, turn on Block all public acc
and its access points. AWS recommends that you tum on Block all public access, but before 3
applications will work correctly without public access. If you require some level of public acce:
customize the individual settings below to suit your specific storage use cases. Learn more [

s, access point policies, or all In order to required in bucket de
These settings apply onily to this bucket or overwritten.

ying hese settings, ensure that your

0 this bucket or objects within, you can

@ Object Lock works only in versioned buckets. Enabling Object Lock automatically enables Bucket Versioning.

Block all public access

Turning this settins t

w. Each of the following setting

ming on all four settings

@ After creating the bucket you can upload files and folders to the bucket, and configure additional bucket settings.

e [

Upcoming permission changes to enable all Block Public Access settings
Starting in April 2023, to enable all Block Public Access settings when creating buckets by using the S3
console, you will no longer need the s3: PutBucketPublicAccessBlock permission. Learn more (4

Figure 3 — New Bucket Configuration



3. Open ldentity and Access Management (IAM)

1) Inthe top search bar, type “/AM” and click on the “/AM” service appearing in the
results.

Tip: Click on the little star to pin the IAM service page

a\V_Vﬁ 533 Services Q iam

§s3 & 1AM
Search results for 'iam’

count Root User,

Features (19) Services

Resources ( New

Blogs (1,498) |IAM

Documentation (118,612) Manage access to AWS resources

Knowledge Articles (30)

IAM Identity Center (successor to AWS Single Sign-On) Y¢

Manage workforce user access to multiple AWS accounts and cloud applications

Tutorials (2)
Events (12)

FEEGEIEE (R Resource Access Manager ¥

Share AWS resources with other accounts or AWS Organizations

Serverless Application Repository Y¢

Assemble, deploy, and share serverless applications within teams or publicly

Figure 4 — Search for IAM



4. Create a New Policy

1) Click on “Policies” in the navigation on the left side
2) Click on “Create policy”

Identity and Access x IAM > Policies

Management (IAM)
Policies (1081) nfo o Actions ¥

A policy is an object in AWS that defines perm

Q. Search IAM

Q Filter policies by property or policy name and press enter. 1 2 3 4 5 6 7 .. 5 > &
Dashboard
Policy name v Type v Used as .
¥ Access management
User groups admin Customer managed Permissions policy (1)
Users
osce-pharmacy-2021 Customer managed Permissions policy (1)
Roles
Policies osce-pharmacy-2022 Customer managed Permissions policy (1), Boundary (1)
Identity providers osce-pharmacy-2023 Customer managed Permissions policy (1)
Account settings
osce-human-med-2021 Customer managed Permissions policy (1)

Figure 5 — Policies Page



4.1.Policy Configuration

1) Click on the “JSON” tab

2) Paste the policy template below or download it from our server

3) Adapt the policy to meet your needs (replace the term BUCKET_NAME with the name
of the bucket created earlier)

4) Click on “Next”

IAM > Policies » Create policy

Specify permissions .

Specify permissions

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor. a
Policy editor Visual JSON Actions ¥
1% { Edit
statement
" .. 2012-10-17" Remove
2 Version": "2012-10-17", Statement1
3- "Statement": [
m {I 1. Add actions
5 "Sid": "Statementl”, Choose a service
6 "Effect”: "Allow",
7 "Action": [1, Q Filter service:
8 “Resource”: []
9 i) Available
10 ] AMP
1 1}

API Gateway

Q Suggestions: 2 e

JSON Ln 4, Col3

Figure 6 — Policy Configuration Text Editor

"Version": "2012-10-17",
"Statement”:

[

{

"Action": [
"s3 k"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::BUCKET_NAME",
"arn:aws:s3:::BUCKET_NAME/*"

]

s

{

"Action": [
"s3:ListAl1MyBuckets"

1,

"Effect": "Allow",

"Resource": "*"

}

Figure 7 — Policy Template


https://software.eosce.ch/downloads/manuals/amazon-s3-policy-eosce.json

4.2.Policy Review

5) Use the bucket name created earlier as the policy name

6) Optionally you can add a description
7) Click on “Create Policy”

IAM > Policies > Create policy

Review and create
S‘;‘:écnfy permissions Review the permissions, specify details, and tags.
Policy details
Aeview and create

Policy name

Enter a mea ame to identify tr
osce-pharmacy-2024

Maximum 12 ters. Use alphanumeric and aracte

Description - optional

Permissions defined in this policy info

Permissions in the policy document specify which actions are allowed or denied.
Q Search
Allow (1 of 376 services)
Service v Access level v Resource

S3 Limited: Read, List, Write Multiple

Add tags - optional nto

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add tag

add up to 50 more tay

Figure 8 - Policy Review

Request condition

None

Cancel

Previous

Edit

(D Show remaining 375 services

Create policy



5. Create a New User

8) Click now on “Users” in the navigation on the left side
9) Click on “Add user” to proceed

aws 223 services | Q Search

Option+S. AN ® Global ¥ Valuatic ¥

& s3 IAM

. (i}
Identity and Access x IAM > Users
Management (IAM)
Users (44) nfo ] Delete
An IAM user is an identity with long-term credentials that d to interact with AWS in
an account.
Q Search IAM
Dashboard Q Find users by username or a J 18 8 @
¥ Access management User name v Groups v Last activity MFA v Password ¢
User groups
Users admin None QSdays ago None None
Roles osce-pharmacy-2021 None None None
Policies
osce-pharmacy-2022 None None None
Identity providers
Account settings osce-pharmacy-2023 None None None

Figure 9 — Users page

5.1.User Details

1) As username, use the bucket name previously created
2) Click on “Next”

IAM > Users > Create user

Step 1 . .
specify user details Specify user details
Step 2 User details
Set permissions
Step 3 User name
Review and create osce-pharmacy-2024
The user name can have up to 64 characters. Valid characters: A-Z, a-z, 0-9, and + =, . @ _ - (hyphen)

| Enable console access - optional
Enables a password that allows users to sign in to the AWS Management Console.

@ For programmatic access, you can generate access keys after you create the user. Learn more [4

Figure 10 — Details of the new user



5.2.Permissions

1) Under “Permissions options” select “Attach policies directly”

2) Under “Permissions policies”, search for the name of the policy created earlier
3) Tick the checkbox in front of it

4) Click on “Next”

IAM > Users > Create user

Step 1

Specify user details

Step 2
Set permissions

Step 3
Review and create

Set permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions.
Learn more [4

Permissions options

() Add user to group () Copy permissions
Add user to an existing group, or Copy all group memberships,
create a new group. We recommend attached managed policies, and
using groups to manage user inline policies from an existing user.

permissions by job function.

Permissions policies (1/1083)
Choose one or more policies to attach to your new user.

O Attach policies directly
Attach a managed policy directly to
a user. As a best practice, we
recommend attaching policies to a
group instead. Then, add the user to
the appropriate group.

l C H Create policy [2

I Q Filter distributions by text, property or value

| 1 match 1 &

l osce-pharmacy-2024 ‘ X

Policy name [2 a | Type

[E osce-pharmacy-2024 Customer managed

v

Attached entities v

0

» Permissions boundary - optional

Set a permissions boundary to control the maximum permissions for this user. Use this advanced feature used to delegate permission

management to others. Learn more [

Figure 11 — Selection of the appropriate policy

ca"CEI m
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5.3.Review and Create

1)
2)

Verify if the information is correct
Click on “Create user”

IAM > Users > Create user
Step 1

Specify user details

Step 2
Set permissions

Step 3
Review and create

Review and create

Review your choices. After you create the user, you can view and download the autogenerated password, if enabled.

User details
User name Console password type Require password reset
osce-pharmacy-2024 None No
Permissions summary

1
Name [4 v Type v Used as v
osce-pharmacy-2024 Customer managed Permissions policy

Tags - optional
Tags are key-value pairs you can add to AWS resources to help identify, organize, or search for resources. Choose any tags you want to associate with
this user.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Figure 12 — Review user information
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6. Create

User Access Key

1) When the user is created, you are redirected to the list of users with a green banner on

top. Click

on “View user” in that banner

2) Inthe user details, click on the “Security credentials” tab
3) Atthe bottom on the page, click on “Create access key”

Identity and Access PRl © User created successfully m 1
Management (IAM) You can view and download the user's password and email instructions for signing in to the AWS Management Console.

o e

Services | Q & L (0] Global v Valuatic ¥

IAM > Users

Figure 13 — User Created Success Message

Summary

ARN Console access Access key 1
Disabled Not enabled
arn:aws:iam::352294247571:user/osce-

pharmacy-2024

Created Last console sign-in Access key 2
February 14, 2023, 11:08 (UTC+01:00) - Not enabled

(2]

Permissions Groups Tags Security credentials Access Advisor

Figure 14 — User Summary and Permissions

Permissions Groups Tags Security credentials Access Advisor

Console sign-in Enable console access
Console sign-in link Console password
https://352294247571.signin.aws.amazon.com/console Not enabled

Multi-factor authentication (MFA) (0)

Use MFA to increase the security of your AWS environment. Signing in with MFA requires an authentication code from an MFA device. Each user can have
a maximum of 8 MFA devices assigned. Learn more (7'

Assign MFA device

Device type Identifier Created on

No MFA devices. Assign an MFA device to improve the security of your AWS environment

Assign MFA device

Access keys (0)

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a
maximum of two access keys (active or inactive) at a time. Learn more ('

Create access key 6

No access keys

Figure 15 - User Security Credentials
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6.1.Access Key Configuration

1) Atstep 1, select the option “Application running outside AWS” and click on “Next”
2) At step 2, use the name of the bucket previously created as “Description tag value”
3) Click on “Create access key”

Step 1

Aceess key best practices & Access key best practices & alternatives

alternatives Avoid using long-term credentials like access keys to improve your security. Consider the following use
cases and alternatives.

Step 2 - optional

Set description tag

(O Command Line Interface (CLI)

You plan to use this access key to enable the AWS CLI to access your AWS account.
Step 3

Retrieve access keys

O Local code
You plan to use this access key to enable application code in a local development environment to
access your AWS account.

() Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS compute service like
Amazon EC2, Amazon ECS, or AWS Lambda to access your AWS account.

() Third-party service
You plan to use this access key to enable access for a third-party application or service that monitors
or manages your AWS resources.

You plan to use this access key to enable an application running on an on-premises host, or to use a
local AWS client or third-party AWS plugin.

o © Application running outside AWS

Figure 16 — Access Key Usage Selection

IAM > Users > osce-pharmacy-2024 ) Create access key

Step 1 . . .

Access key best practices & Set descrl ptlon tag - optlonal

alternatives The description for this access key will be attached to this user as a tag and shown alongside the access
key.

Step 2 - optional
Set description tag

Step 3
Retrieve access keys 9

Description tag value
Describe the purpose of this access key and where it will be used. A good description will help you rotate this
access key confidently later.

osce-pharmacy-2024 |

Maximum 256 characters. Allowed characters are letters, numbers, spaces representable in UTF-8,and: _.:/=+-

@

Figure 17 — Access Key Description Tag
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4) Once the access key is created, you should save both the “access key” AND “secret
access key” to a file on your computer. It is not possible to copy or save it later after
you leave this page.

You can either copy-paste them or download them as a csv file.csv file.

Make sure to store these two keys safely and securely — they grant access to your exam
files and although they still are strongly encrypted, you dont want the public to have
access to your files and delete them.

® Access key created

This is the only time that the secret access key can be viewed or downloaded. You cannot recover it later. However, you can create a new access key any time.

IAM > Users » osce-pharmacy-2024 ) Create access key

Step 1

Retrieve access keys

Access key

If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the
old key inactive.

Step 2 - optional

Step 3 Access key Secret access key
Retrieve access keys
Y
RkkAkARARRA AR AR Show
AKIAVEBS7TSJXB2JTULA

Access key best practices

* Never store your access key in plain text, in a code repository, or in code.
¢ Disable or delete access key when no longer needed.
¢ Enable least-privilege permissions.

* Rotate access keys regularly.

For more details about managing access keys, see the Best practices for managing AWS access
keys.

Download .csv file I m

Figure 18 — Retrieve access keys
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7. Success!

Once you have accomplished all these steps, you can use the credentials (Bucket Name,
Access Key ID and Secret Key) to configure your eOSCE System to communicate with your
Amazon S3 bucket.

LY age M -~
® © ® Rounding.osceproj = = & = f o Fey Modified @

Checklists Schedule Examiners Candidates Account Results

Server Credentials

Type Amazon S3 c

Bucket
Access Key
Secret Key

Encryption Key €@

Conceal passwords

No server? Create an S3 account:
Amazon Simple Storage Service

Use the QR code above to configure the iOS devices and therefore provide
them with access to the server.

15



8. Best Practice

Please note that we advise to create a new amazon S3 bucket for each exam to prevent
accidental data loss and increase data security.

We strongly discourage the creation of new buckets using the application “Cyberduck” or
other file manager applications. Although it is possible and may even be easier, it is
considered unsafe and weakens the security of your AWS account.

For each new bucket, it is crucial to create new access keys to guarantee that in the event
a malicious individual obtains the keys for a specific bucket, they will not be able to access
data from other buckets or gain control of your AWS account.

9. Contact and Support

If you have any question regarding this manual or the eOSCE applications, please contact
us at

support@eosce.ch

16
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